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Leqal exceptions to privacy rights in Nigeria:
Implications for data subjects and recommend-
ed safeguards against arbitrary surveillance

Introduction

The right to privacy is widely recognized as a human right,
guaranteed under numerous international conventions,
and protected in the constitutions and national legislation
of many countries around the globe. In Nigeria, the right to
privacy is considered a fundamental human right and is
enshrined in Chapter IV of the Constitution of the Federal
Republic of Nigeria, 1999 (as amended) (the
“Constitution”).

The right to privacy presupposes that individuals should
have freedom to a private life, free from arbitrary interven-

tion from uninvited individuals and state actors. As ad-
vancement in technology and innovation continues, lead-
ing to the development of new autonomous systems and
big data analytics which have transformed data pro-
cessing, the right to privacy has evolved to include major
obligations to protect and manage personal data in the
possession of natural and artificial persons. An important
corollary of this development is that numerous municipal,
national and international legal instruments now contain
data protection safeguards against violation of the privacy
right of data subjects during data processing activities.
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As fundamental and important the right to privacy may
seem or may have become, it is not an absolute right. In
many jurisdictions, it is acceptable to restrict the right to
privacy through surveillance or censorship, particularly
when prescribed by law or necessary and proportionate to
the achievement of a legitimate endeavor. However, in
many instances, the state actors who rely on the legal ex-
ceptions to privacy rights often engage in arbitrary intru-
sions into the private life of citizens beyond the level con-
templated by the enabling statutes, thereby resulting in
rights abuse.

This article examines the legal framework safeguarding the
right to privacy in Nigeria and highlighting instances where
restrictions of the rights are lawful and permissible. Implica-
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tions of the various legal restrictions are also analyzed
within the context of the constitutional guarantee to privacy
rights. The article further identifies existing safeguards
against arbitrary restrictions and breaches and recom-
mends additional safeguards in line with global best prac-
tices.

Laws allowing breach and restriction to the right to
privacy

The Constitution, in section 37, provides for certain condi-
tions for the derogation from some fundamental human
rights, including the right to privacy. Further to this, the pri-
vacy rights of a data subject in Nigeria may be restricted
(a) in the interest of defence, public safety, public order,
public morality or public health; or (b) for the purpose of
protecting the rights and freedom of other persons. This
provides the broad exception to the right to privacy under
Nigerian law and remains the basis for the enactment of
various legislations imposing one form of restriction or the
other on privacy rights in Nigeria. The most popular of such
laws and regulations together with their implications on the
right to privacy are examined below.

1. Nigeria Data Protection Act, 2023

In line with the provision of the Constitution, section 3 of
the Nigeria Data Protection Act (“NDPA”) expressly pro-
vides for certain exemptions to the applicability of the
NDPA (and by extension the data protection duties and
safeguards contained in it) to data processing activities in
Nigeria. Consequently, specific obligations (under Part V of
the NDPA) relating to the principles governing data pro-
cessing and lawful basis for processing of personal data,
will not apply to a data controller or data processor if the
processing of personal data is -

a. carried out by a competent authority for the purposes
of the prevention, investigation, detection, prosecution,
or adjudication of a criminal offence or the execution
of a criminal penalty, in accordance with any applica-
ble law.

b. carried out by a competent authority for the purposes
of prevention or control of a national public health
emergency.

c. carried out by a competent authority, as is necessary
for national security.

d. in respect of publication in the public interest, for
journalism, educational, artistic and literary purpos-
es to the extent that such obligations and rights are
incompatible with such purposes; or

e. necessary for the establishment, exercise, or defense
of legal claims, whether in court proceedings, or in an
administrative or out-of-court procedure

The foregoing clearly indicates a handful of instances
where the privacy rights of data subjects are not absolute
and may be restricted

2. Terrorism (Prevention and Prohibition) Act, 2022

Under section 68 of the Terrorism (Prevention and Prohibi-
tion) Act, 2022 (“Terrorism Act”), a court on the applica-
tion of a relevant agency, with the approval of the National
Security Advisor, for the purposes of preventing, investigat-
ing, and prosecuting terrorism activities, may issue an In-
terception of Communication Order requiring a communica-
tion service provider or law enforcement agency to inter-
cept and retain any specified communication, including call
records, data or metadata. The order will specify the period
for which a communication service provider may be re-
quired to retain communications data to which the order
relates.

In addition to this, any information contained in an inter-
cepted communication and retained pursuant to such an
order of the court, whether in Nigeria or by a foreign state,
is admissible in proceedings for an offence under the Ter-
rorism Act, as evidence of the truth of its content. The Ter-
rosim Act therefore allows for intrusions into the privacy of



individuals when it is necessary to prevent, detect, investi-
gate and prosecute terrorism and other related offences in
Nigeria. In this instance, national security serves as the
rationale for bypassing the right to privacy of data subjects

3. Cybercrimes (Prohibition, Prevention, Etc.) Act,
2015 (as amended 2024)

Pursuant to the powers granted under the Cybercrimes
(Prohibition, Prevention, Etc.) Act, 2015 (as amended
2024) (the “Cybercrimes Act”), a law enforcement agen-
cy may, through its authorized officer, request for the re-
lease of any information (traffic data, subscriber infor-
mation, non-content information and content data) from
service providers. Where this occurs, the service provider
shall be under a legal obligation to comply. However, the
law requires any information obtained to be utilized only for
legitimate purposes as prescribed by the Cybercrimes Act
or specified in any other relevant legislation or regulation,
or by an order of a court of competent jurisdiction. In a
similar vein, the Cybercrimes Act empowers Judges to
make orders mandating service providers or law enforce-
ment officers to intercept, collect, or record any electronic
communication for the purposes of criminal investigations
or court proceedings.

4. Mutual Assistance in Criminal Matters within the
Commonwealth (Enactment and Enforcement) Act,
2019

The Act gives legal force in Nigeria to the Common-
wealth’s legal instrument for mutual assistance in criminal
matters. It allows Nigeria to cooperate with other Common-
wealth countries in providing assistance through the ex-
change of information relating to persons and entities for
the purposes of criminal investigation.

The assistance that may be exchanged under the Act be-
tween Nigeria and a foreign State include activities that
involve processing of the personal data of relevant data
subject (without compliance with data protection safe-
guards such as obtaining consent or cross-border transfer
controls). Such assistance include: (a) identifying and lo-
cating criminal offenders; (b) the service of relevant docu-
ments; (c) examination of witnesses; (d) search and sei-

zure of assets; (e) obtaining evidence; (f) facilitating the
personal appearance of witnesses before an administrative
panel, a court, a tribunal or such similar proceedings; (g)
effecting a temporary transfer of a person in custody to
enable him appear as a witness; (h) securing the produc-
tion of official or judicial records; and (i) tracing, seizing and
forfeiting the proceeds of criminal activities.

5. Code of Practice for Interactive Computer Service
Platforms/Internet Intermediaries, 2022

The Code of Practice was issued by the National Infor-
mation Technology Development Agency (NITDA) in 2022.
It applies to all Interactive Computer Service Platforms/
Internet Intermediaries, including entities that are their sub-
sidiaries, affiliates, and agents in Nigeria. The Code places
an obligation on these platforms and intermediaries to, up-
on the order of a court of competent jurisdiction, disclose
the identity of the creator of any information and provide
any information under their domain to any authorized gov-
ernment agency. Such order may be made for, among oth-
er purposes, the prevention, detection, investigation, or
prosecution of an offence concerning the sovereignty and
integrity of Nigeria, public order, security, diplomatic rela-
tionships, felony, incitement of an offence relating to any of
the above or in relation to rape, child sexual abuse or cy-
bercrimes.

6. Lawful Interception of Communications Regulations,
2019

The Lawful Interception of Communications Regulations
were issued by the Nigerian Communications Commission
(NCC) and is considered the most comprehensive law on
communication surveillance in Nigeria. The Regulations




provide a framework for lawful interception of communica-
tion, collection and disclosure of intercepted communica-
tions in Nigeria. Further to this, it is lawful for any author-
ized agency listed in the Regulations to intercept any com-
munication, or to do so pursuant to any legislation in force
via a warrant:

a) in the interest of national security

b) for the purpose of preventing or investigating a crime

c) to protect and safeguard the economic well-being of
Nigerians

d) in the interest of public emergency or safety

e) towards giving effect to any international mutual assis-
tance agreements to which Nigeria is a party.

It should be noted that, there are instances where an au-
thorized agency can intercept communication without a
warrant, such as where: (a) there is immediate danger of
death or serious injury to any person; (b) there exists activ-
ities that threaten the national security; or (c) activities hav-
ing characteristics of organized crime are involved. How-
ever, the relevant authorized agency must apply for a war-
rant within 48 hours after the interception has been carried
out. Where the required application is not made or is de-
nied, the interception shall terminate immediately, and fur-
ther interception shall be unlawful. Generally, a warrant is
granted for a maximum period of three (3) months and
renewable for another maximum period of three (3)
months.

Existing safeguards for the right to privacy

While the right to privacy may not be absolute, it is neces-
sary to ensure that the permissible restrictions under the
law are justified and legitimate, aligning with the provisions
of the Constitution. A review of the laws and regulations
discussed above indicates a critical safeguard in the legal
framework for the restrictions of privacy rights in Nigeria —
the Judiciary. The judiciary lies at the heart of protecting
the right to privacy and is tasked with the critical responsi-
bility of ensuring that the prescribed conditions for intrusion
into the privacy of data subjects are met by state actors,
through the duty to authorize such intrusion by issuing

warrants/orders. A few of the instances where the judiciary
is required to play such role are discussed below.

o Section 58 of the NDPA requires the Nigeria Data
Protection Commission to apply ex-parte to a Judge in
Chambers for the issuance of a warrant to obtain evi-
dence in relation to an investigation. However, the is-
suance of the warrant is conditioned upon the Judge’s
satisfaction that (i) a person has engaged, is engaging,
or is likely to engage in a conduct that contravenes the
law; (i) the warrant is sought to prevent the commis-
sion of an offence under the NDPA,; (iii) the warrant is
sought to prevent interference with investigative pro-
cess under the law; (iv) the warrant is sought for the
purpose of investigating data security breaches and
data privacy breaches, or obtaining electronic evi-
dence; or (v) the person named in the warrant is pre-
paring to commit an offence under the NDPA.

o Section 39 of the Cybercrimes Act imposes an obli-
gation on authorized agencies, even where there are
reasonable grounds to suspect that the content of any
electronic communication is necessary for the purpos-
es of criminal investigations or proceedings, to obtain
an order either compelling a service provider to deploy
technical means to intercept, collect, record, permit or
assist competent authorities with the collection or re-
cording of information associated with specified com-
munications transmitted by means of a computer sys-
tem; or authorising a law enforcement officer to collect
or record such information through application of tech-
nical means. A Judge may grant the foregoing order
only on the basis of information on oath, implying the
exercise of discretion which must be judicious and judi-
cial.

o Section 45(3) of the Cybercrimes Act contains simi-
lar provisions to the NDPA and requires that before a
court issues a warrant to the relevant authorities, it
must be satisfied that the warrant is sought to prevent
the commission of an offence under the Cybercrimes
Act, or for investigative purposes or prevention of inter-
ference with investigative process connected with cy-
bercrimes or related offences.
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o Regulation 7 of the Lawful Interception of Commu-
nications Regulations similarly illustrates the discretion
of the court in granting a warrant for the interception of
communication. Accordingly, a Judge may not issue a war-
rant unless the warrant is necessary, and such information
can only be obtained by the lawful interception of the com-
munication. The regulation further provides that a warrant
is necessary where it is in the interest of national security,
for preventing a crime, for the purpose of public emergen-
cy, or for giving any international mutual assistance

Other safeguards introduced by law include the imposition
of time limitation of duration of the restriction of privacy
rights of data subjects. For instance, Regulation 6 of the
Lawful Interception of Communications Regulations re-
quires that the intercepted communication received by the
relevant authority must be destroyed upon the completion
of such investigation and any non-relevant information ob-
tained in the course of the interception must be destroyed
upon extraction of the relevant portion of such communica-
tion. Also, other copies of any intercepted communication
admitted in evidence by a court of competent jurisdiction
must be destroyed. The Regulation allows a retention peri-
od of three (3) years during which an agency can retain
any intercepted communication in its custody.

Additional safeguards include the requirement to keep
such retained information confidential, to be shared only
for the purpose of investigation and prosecution in criminal
proceedings in accordance with the Regulations
(Regulation 6 of the Lawful Interception of Communica-
tions Regulations). An additional layer of scrutiny is also
introduced with the requirement in Regulation 19 of the
Lawful Interception of Communications Regulations that
every authorized agency should prepare a report on all
concluded interception cases carried out annually and sub-
mit the report to the Attorney-General.

Developing effective safeguards for the right to privacy
Regardless of the various rationale for intrusion, surveil-

lance and restriction on the right to privacy, it is important
to ensure that the derogation from the right is fair and judi-

cious, to prevent abuse of power by authorised agencies.
Where any law or regulation leaves loopholes for arbitrari-
ness, impunity, and illegality on the part of authorized gov-
ernment and/or private agents, it is recommended that
such law or regulation should be amended to enshrine in-
ternational guiding principles of privacy rights. In order to
strike a healthy balance between the protection of public
interests and the protection of the individual’s right to priva-
cy, we propose the following guiding principles for legisla-
tive reform:

o Necessity and proportionality: It is vital to determine
the propriety of communications surveillance, to con-
sider whether such surveillance is necessary to
achieve a legitimate aim, and whether the intrusion into
the right to privacy is proportionate to the aim sought to
be achieved. As such, our laws should restrict broad
discretion of security agencies and state actors to seek
or order surveillance measures.

« User notification: International human rights stand-
ards require, as a rule, that every subject of communi-
cations surveillance be notified of the decision author-
izing surveillance, unless such notification will seriously
jeopardize the purposes of the surveillance. However,
there is no provision for user notification, either during
or after a surveillance exercise, in our extant laws. In
most cases, applications for court orders or warrants
are generally ex-parte, meaning that the subjects/
targets of court orders are typically not put on notice.
Failure to notify data subjects of pending applications
against them in court means they cannot promptly
challenge the breach of their rights or seek remedy for
such breaches, where such breaches are considered
unlawful. It is therefore critical to incorporate user noti-
fication provisions in our legal framework, especially in
circumstances where user notification will not impede
the purposes for surveillance.
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« Transparency and oversight: It is equally an interna-
tional human rights standard to require state actors to
prioritize transparency in decisions regarding commu-
nications surveillance. This will involve publishing re-
ports detailing aggregate information on surveillance
authorizations and maintaining public oversight
through an independent monitoring system that can
hold the authorities accountable. However, there is no
current oversight mechanism in our extant laws that
mandate transparency and oversight mechanisms.
Developing a robust checks and balances system is
critical to ensuring that security agencies engage in
communications surveillance only for legitimate rea-
sons

Conclusion

The debate on the right to privacy in Nigeria seems polar-
ized between maintaining the collective public interest and
safety and safeguarding the individual fundamental right to
privacy and dignity of the human person. The solution un-
doubtedly lies in a balancing act between the guaranteed
right to privacy and the welfare of others, the investigation
of criminal activities, the prevention of crime and curbing
cyberattacks.

While the current framework of laws and regulations have
substantially provided for judicial safeguards against arbi-
trary intrusions into the private life of citizens, additional
guidance and oversight are desired. The applicable laws
are largely yet to fully conform with internationally accept-
ed principles and policies guiding surveillance practices.
Notably, transparency, effective independent oversight,
and user notification are necessary for the current Nigerian
surveillance framework. It is important to ensure our laws
reflect these principles and incorporate them as a corner-
stone of our surveillance activities. This will guarantee that
the right to privacy is protected in accordance with interna-
tional human rights standards while efficiently balancing
public interest and national security concerns.

DISCLAIMER: This article is only intended to provide gen-
eral information on the subject matter and does not by itself
create a client/attorney relationship between readers and
our Law Firm or serve as legal advice. We are available to
provide specialist legal advice on the readers’ specific cir-
cumstances when they arise.
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